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Abstract

The flexibility and robustness of & monitor and cent.ro] (M&C)
system are a dircct result of the underlying inter-processor
communications architecture. A New architecture for MsC at. the
Deep Space Communications Conpl exes (DSCCs) has been developed
based on the Manufacturing Message Specification (MMS) process
cont. rol standard of t-he Open System Inter connecct ion (0S1) sui te Of
prot ocol S . Thi § arch itect ure has been test od both in a
| aboratory environment, and under operational condit ions at. the
beep Space Network (DSN) experinment.a] Venus stat ion (DS S-1 3).  The
Venus experi ence in the appl i cati on of 0S1 standards to support.
M&C has been ext. remely successful . MVB mcet s the f unct i onal needs
of the stal ion and provides a level of flexibi 1 ity and
responsi veness previ ousl y unknown i n that. envi ronment . The
archi tect ure 1 8 robust cnough to mcet Current operati onal necds
and { lexible cenough Lo provi de @ mi grat i on pat h f or new
sub sys L ems , Thi s paper wi 11 describe the archit ecl ure of the
Venus M&C system di scuss how MVB was used and the requi rement S
thi s imposed on other parts of the syst em and provi de resul ts

f rom syst ems and opera ti onal tesl ing at the Venus Sit e .




Il ntroduction

The Deep Space Network (DSN) operates the Venus facil ity at
the Goldst oneDeep Space: Communi cati ons Compl ex as a rescarch si te
to condu ct cxperi ments 3 n new tracki ng techniques, commwmnicat. i on
technologies and i nstr ument ati on. 1 n response t o expandi ng demand
on stat i on resources gencrated by the new 34-netcer Beam Waveguidce
Ant enna, a new moni tor and control syst em was devel oped and
I nstal 1 ed based on 0S1 prot ocol S [1]. As an experimental
facility, the Venus site i s constant 1y changi ng . New
I nst rumentation i S noved to the st at. ion and test ed on a weckl y
basi s . The procedures to support. observal i ons or spacecraft
activities change daily. However, Venus i s al so used to routine] y
for radi o astronony. observations and the High Resol ution Mi crowave
Survey (HRMS) . The Station Mnitor and Control system was
desi gned to support. the constant] y changing conditions at the
stat. 1 on, while providing rel i able support. for operat i onal
Experi nents.

Requi rement s

The basi ¢ requi rements for St. at. i on Moni tor and Control were
deri ved from the requi rements for moni tor anti cont rol of the DSN
opcrational faci 1 i ties . The operal i onal facilit ies are a
col 1 ect i 0on of computer aut omated ant ennas and support equi pment
whi c¢h are 1 inked toget her with a Local Area Network (1 .aN) . The
stat i oni S operat ed froma sect of cent ral cont rol consol es whi ch
support the fol 1 OW ng requi rements .

1) Al location of station resources to provi de assi gnment. of

subsystems i N support of st at 3 on act. I vi ties.

2 ) Supporl dal a filesare received at. monitor and cont rol
and redi st ri buted to subsystens as rcgui red




3) Operalor direcli ves ent ered on monitor and control

support the confi gurati on and operati on of subsyst ems .

4) Subsysicm_beallh and_perfiormance is displayed on monitor

and control.

by Subsys tem cvent or alarm conditi ons aregencrated and

report ed Lo nONi Lor and control .

6) Monitor data i s exchanged between moni tor and control and
the active subsystens based on negotiated i nterface
agreemen Ls .

In addit ion Lo these basic requirements , the const ant. 1y changi ng
envi ronment at Venus creat ed the follow ng requirenments

1) 7The Statjion Monitor and Conlirol system must support the

addition of a new subsystem without modification to the
SO fL ware .

N

The St. at. ion Monitor and Control system must support.
modi fi cation of di splays and construction of new di spl ays
without new soft.ware del iveri es.

The additional requirements reflect concerns for flexibility and
low lifel cycle cost s. The design of Station Monit or and Cont rol
makcs extensive use of commerci al sc)ft.ware! product s Wwth the tool s

el

that provide the required flexibili ty.
Station Monitor and Control Architecture

The 0S1 based monitor and control archit ect ure enables

operat 1 on of the Venus Sit ¢ through a si ngle operator workst at i on .




0S1 protocol s arc uscd to )i nk the operator work stati on and the
var i ous sta ti on subsystems across the 1.AN . Commerci al sof tware
packages based on the 0S1 Manufacturing Message Speci £i cat i on

(MMS) pr olocol were: cmpl eyed to support. a 1 1 int erprocessor

communi cal i ons . A commerci al Supervi sory Control and bat a

Acqui si tion (SCADA) soft.ware package was 3 ncorpora ted Lo support
most of’ the opera tor i nter-face functions through a graphi cal user
interface (GQJ) . The extensi ve applicat. | on of commercial soft.ware
packages made it possible to bui 1 d and inst al ) the system i n one

year at substanti al cost. savi ngs [2] .

There are two aspects to the 081 based moni tor and cent.rc>l
archi te clure . The fi1 rst i3S the communi cali ons architecture whi ch
empl 0ys al 1 seven layers speci fi ed in the 0S1 Basic Reference

Model . Support. for the communi cat i 0ns architect ure resides on all
of the st at i on compu Lers . The second aspect | nvolves the

st ruct urce of the program (or prograns) that run on each of the
stal 1 on conputers , This structure i S cal led the software

arct it ecture and i s tightly coupled to the computer hardware, the
op crat 31 ng syst em and the conputer 1 anguage cmpl eyed . Since 98% of
the software for St ati on Moni tor and Cont rol was purchased, nuch
of the software archit ect ure was set, by the vendors . Thi s

dis cussion i s therefore 1 imited to those conponents used to

i nt egrat ¢ the commerci al product s i nto a worki ng sys Len. Rot h

asp ccts of the arch it. ect ure arc depi ct ed in ¥igure 1 and the

st at ion network configuration is seen in Figure 2 .

Station Monitor and Control | mpl ement ati on

The St at 1 0n Moni tor and Cent.rc)] systemwas init ially
implemented on an Intel 80386, 33 MHz conputer running the
Int eract ive UNI X opera ting system. The compute I p] at. f orm was
provi tied to the project and sel ect 1 onof t-he software component. g
was governed by the p] atf orm. The selection of the UNI X operat ing




systemwas made to provi de a flexible mult i-tasking environment

The platform and operating syst em directed the selection of the
speci 13 ¢ MMS/0S1 software package . in additi on, t_hc plat form anti
operat i ng system 1 ed Lo t-he sel ecti on of a Supervi sory Control and
Data Acqui Sit. ion (SCADA) software package cal lcd Dext erit y. The
Dexl eri Ly product met al 1 of the basi ¢ requi rements to support the
operat or i nter face and provi ded an Appl i cali on Program 1 nte r face
(AP1 ) to support software devel opment . The sof tware devel opment

¢ {fort was 1 imi ted to providi ng a 1 ink bet ween Dexterit y and the
MMS network servi ces .

The MMBS software package provi ded a set. of 1ibrari es and
gsample code to bui l d MVS service call s . Usi ng thi s package and
the Dext erity ap1, t-he f ol 1 owng ¢l ements were devel oped to
support. the MMS/0SI net work sc rvi Ces

0 ‘I’ he MMS-Dexterity Network Server provi des al 1 of the
network servi ces for Stati on Monitor and Control . The
network server i s a program that runs concurrent. t-o
Dext erity under the UNI X opecrating system and by UN X

conven tionis cal 1 ed a daemon .

0 The Dexterity Interface Program is used to initiate the
MMS-Dext erit y network server to take act ion. The program
i S initialed to run when an operat or uses the mouse or

keyboard to tri gger some net work acti on .

o The MMS-Dexterity Tiner Program runs concurrent to the:
network server and provides a heartbeat to initiat ¢ pol 1 ing
of subsyst emst at. us data .

The key and most compl ex el ement of the software archit cct ure
I st he MMS-Dext erit y Net work Server . The network server IS

started simult ancousl Yy wi th the Dext cr ity product anti | s tabl ¢




driven so changes t0” the network can be accommodated wi thout
changi ng the network sof tware . The net work server est abl i shes the

envi ronment to communi cat. ¢ across the 1AN by reading a tab 1c¢ with

al 1of t he network addressi nformati on . Next, the net.we)rk server
reads a Set. of tables that identif y al 1l of the control and
performance parameters used to operate the subsyst ems . Finally,

the nel work server establ i shes communi cations wi th the Dext erit y

dat abase .

Once init jalized, the network server i s ready to support al 1
of the net.work communi cation servi €CesS requi red Lo operate the
compl ex f romthe Stat i on Moni tor and Cent rol works tat i on . Stat. i on
personal operate the complex through a graphical user interf ace
(GU1 ) managed by the Dexterity software. The Dexteri Ly soft ware
support, s operator act i ons through the keyboard or a mouse . The
Dext erity database services the user screcens . In additi on, the
Dext erity product provi des a set. of tool s to build and manage the
GUI screens The basi ¢ operat ion of the st at. I on i s accompl i shed
as fol | ows:

1) Stalion resources are all ocated to support St. at. i on
act ivit ics by est abl ishing a connect i on between St. ati on
Monitor and Control and the sclect ed subsystens .
Resources are relecased by concluding the connection. 7The
process of e¢st abli shing anti rel eas ing a connect i 0N i S

accompl I shed usi ng the nousc .

N

Sub system health and perfor mance is r cad by , or reporte d
to Stati on Monitor and Control USI ng the MBS vari abl ¢
read servi ce or the I nf ormali on report servi ce . Cha nges
I n subs ystem st at. us anti perf ormance are echoed on St at i on
Moni tor and Control usi ng the same MVB scrvi ces .




4)

Operators control a subsys tem by entering Configurate ion
paramcters through the GU i nto the Dexterity database
The operator action triggers the bext erit y Interface
Program Lo execul ¢ and pass the select. cd paramcters to
the Dext eri ty Network Server . The network server
extracts the select ed data fromthe Dext eri ty database
and wites the data across the net work to the subsystem

Support data L£iles are recei ved by Station Mnitor and
Control from JPL across the NASA Science Internct .
Qperators distribute support files to individual
subsystens using the MVB file transfer services. The
opera 1-0r uses a De xt erity screen to enter the fi le nane
to be transferred, t _he destination file nane and the
dest. inat. ion subsystem

Subsystcm_¢ vent or alarm.con ditions are supported i n two
ways .  Both methods combine the MVS information report.
service with t-he Dext erity alarm service. In the first.
nmethod, the subsystem i s programmed t 0 report data basecd
on changi ng condit i ons . The subsystem software engi neer
can report. on change, report on crit ical condit ion and/or
report on return to nom nal condition. The Dexterity
ciat.abase i s then conf i gured to alarmt he operator when a
report ed dal a €] cment goes outside its 1 imits . in the
second met hod, the subsyst cm i S programmed to report a
text. message to Stat i on Monitor and Control . The
conditions that warrant a text. nmessage arc left to the

di scretion of the subsyst em software engineer. The text
nessage 1S se nt Lo Stat ion Monitor and Control using the
MBS informat ion report. service. The Dext erit y dat.abase!

i s conf igure d Lo di spl ay these text. nessages as cvent s or
alarms as a function of the message t ype ,



6) Monitor datais exchanged between direct 1y bet we en
subsyst ens based 0N negoli ated i nterface agreenents usi ng
the MVB read variable scrvi ce or the MMS informati on

report service.

Subsystem Integration

Al 1 of the subsystens at the Venus sit ¢ are based on the
Intel 80x86 computer and the DOS operat ing system Per sonal
conputers and the DOS operat ing system are frequently used by
experi mental Subsystens because they are inexpensive and simple to
prog ram DOS i S a "single user" operal ing system and support s
exccul 3 on of onl y one programal _ a time. The subsystem program i s
structured to establish the subsyst em con figurat ion and status on
execution, and to run in a continuous | 00p unt i 1 an operator

int errupt ion triggers termination.

The key elenent in the appli cation of MMS is the abstract
nodel cal led the Vi rt val Manufact uring Device (VMD) . The VMD
nodel 3 S used to describe t_he external] y vis ible charact eri st ics
of a real device . SO0 ftware modules which manipulat ¢ a real device
arc called VMD objects. These objects can be manipulat ed using
MMS scervices such as context management, variable accessS, domain
management., semaphore managenent. and cvent management servi ces .
State changes detect ed in the real device anti defined in the vMD
modc] can trigger MVS servi ces . For the implementation at Venus,
a minimum of ef f ort was requi red to make the subsys ens appear as
VMD S .

To minimize the impact of the monitor and cent.ro] effort on
subsystem devel opment, software routines were developed to provide
net work integration wit h a minimum of impact to the subsyst em

code . The impact to subsystem code i s reflecte d in the pscudo-



code bel ow .

main ()
dsn_init mms () ; /* routine called to set up the
network envi ronment * /
sct up subsystem envi ronment ()
whil ¢ ( not i nterrupt ed by operator )
monitor subsystem operations () ;
exccute subsystem commands ()
dsn_comm_server ( ) ; /* routine cal led to check
for network messages */
set_subsyst em in safe shul down conditions () ;
dsn_terminate mms ( ) ; /* routine cal led to terminate
the net work envi ronment */

exit ();

A summary of the MVS servi ces and routines developed for the
subsystems and the Stat ion Monitor and Control works tation i S
provided bhel ow

MVB Context Management Services

The rout 1 ne dsn init than () is used by a cl i ent subsystem to
initiate communi cat. i ons with a server.

The routine dsn conclude () | S used by a A i cnt subsystem to close
an assoc iat. 1 on with a server subsystem

The routi nedsnlisten()isused by a server subsystem t 0 open a

9



communi cal 1 0N resour ce . The communi cat i on resources for cach
subsys tem, commonl Y referred Lo as channel S are establ i shed when
the subsystem initi ates operation . A subsystem that operates as a
scrver will al locate 1 ist en channel s for ¢lien ts est abli sh

communi cat 1 ons . The dsn 1 ist en () rout ine i s provided to permt, a
subs ystem to al 1 ocal e additi onal channel s as server channel s whi 1 e
operating, The dsn stop 1ist en () is used to ¢l osc a channel in

the 10 st en node .

The dsn abort () is used by a cl ient to terminat e a cl ient-server
associat ion without regard for pending request. s . This serviceis
intended for use under speci al condit-ions and not. to be used in

p] ace of the dsn conclude () servi ce .

MMS File Managenment Services

The rout i N€ dsn copy file () is used by a client subsyst em Lo copy
a file froma server subsystem

The rout, ine dsn send file() is used by a client subsyst emto
i nvoke the MVB obtain file service in which a server subsyst cm
copies a file froma client. subsystem

The rout ine dsn delete file() is used by a client subsyst em tO
delet e a file from a server subsystem

MMS Vari able Services

The routine creat ¢ dsn nmms types () i s used Lo est. ablish a variable
as a network object . Subsys tem inplenent.c)rs use this routine Lo
regi ster variabl es that wi 11 be managed across the network . The
regi st rat. @ on process identifies the address of the variable, its
type anti size to the subsyst em net-work software.



The roultine reg writ ¢ var indic func() 1 S used to ident ify a
functi on to be cal 1 ¢d by the serve r, when a speci f i ¢ named

vari able i S written across the network , For exanple, a server
sub syst cm coul d have a ph ysi cal swi tch thal 7S set accord ing to
the value of a nanmed vari abl e |, By desi gn, the swi tch nust. be
resel Lo its nhew conditi on on change of the named variable . The
scrver subsystem software engi neer can wi te a functi on that
affects the physical change of the switch anti use the

reg Wite var indic func() routine to associat ¢ the function with
the named variable . When the wite indication is received for the
associ ated nanmed variable, the function i s call ed.

The routl. i ne reg write varconfr f unc () is used to identif y a
functi on to be called by the cl i ent, when a specci f ic named

vari abl e I S wril ten across the network and the write confi rmation
I s received by the cl ient . Extending the exanpl e above, a client
coul d have a sequence of actions to performi-hat, are dependent of’
Lhe server subsystem switch position . The €l i ent subsystem
software engineer can write a function that affects action that.
can only occur after the swtch reset. has been affected. The

cl i ent function can be associat ed wit h the named variabl C Wite
conf i rmati on using the reg wite var confr func() rout. ine. When
the write confi rmati on is received for the associ ated named
variabl e, the f unctionis called .

The routi ne reg read var indic func () is used to identif’'y a

functi on to be cal 1 ed by the server, when a speci fic named

vari able | S read across the network . For exampl e, the status of
screw ¢1 ement Of a server subsystem is ref 1ect ed by a naned

vari abl e .  The subsystem sof tware engi necer can write a function to
updat ¢ the status and associ ate that function with the speci fic
named variable using the reg read var indic func() routine. When
t he read i ndicat-ion i s receiveal, +the function wi 11 be ca] 1 ed and
the rcad response wi 11 ref lect the 1 at est st atus |

1




The reg read var confr func () 3 s used to identify a function to be
called by tile c¢lient, when a spccific naned variable 3 S read
across the network and the conf i rma tLion 1 S re ceived by the cl jent .
Fx tendi ng the exampl ¢ above, the ¢l ient subsystem so ftwarce
cengineer wil 1 wi t-e a function to take act ion on the status

re turned by the server subsystem. 7That funcii on i S associat ed
wit h the speci fic named var iabl ¢ USing the

r eg read var_ con fr f unc () routine . When the read confi rmationi S
received by the client, the function is call ed,

The reg info report. func () is used toi dent if y af unction to be
cal led by t-he cl ient, when a spcci ficCc named variable i s reported
by a server using the dsn send info rpt () service.

Summar y

The Station Monitor and Cent.rc)l syst em has been operating on
a dail y basis at the Venus sit e since Decenber, 1992. The
operation personnel have devecloped an ext ensive know] edge and
under st anding of the system The stat. | on personnel per form
routi ne confi gurati on nmanagement., devel op new toocl s and new
di splays as conditions changes.

The i mpl emen talti on of the Venus St ati on Moni tor and Control
has demonstra ted that the MMS/0S1 prot ocol S can be used to support
I n terprocessor communications in a spacecraft. {racking st ati on
The | ontegrati on of a commerci al user interface package with an MVB
network scrver has created a powerful , flexible tool to support
the constantl y changing requi rement S at. t he site . Most of ' the
cost. savings derived fromthe MMS/0S1 approach comes from the
appli cat. i on of commerci al produc ts . The soft ware devel oped in
thi s act ivit y Lo support the MVB network secrvi ces on St ati on
Monitor and Control is less that 20, 000 1 incs of code . The'
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commerci @ 1 software. products rc.present, more that. 750, 000 lines of
code . The functi onal capabi 1 i ti ¢s provi ded through the

combinati o n of these two technol ogi es offer great potential for
cost. savi ngs .

The integrat i on of the two comercial products required three
months wi th an addi ti onal three months of comprechensive test | ng
be fore del 1 very Lo the station. We have rccentl Y integrated a
di f f erent SCADA product wi th the sanme MMS product. on a Sun St ARC.
Though the ArI for the new scaba product. was di fferent, the
process 0N] Yy regui red two nonths . The table driven approach to
the network interfaces and the SCADA products provide a fl exible
envi ronment for stat i on personal to respond to changi ng

conditl ions.

The MMS/0S1 communicat ions architecture also provides a
flexible environment to changing requirenent.s. The Vi rtual
Manuf acturing bpevi ce node] for subsystens provi dcs a single
interface to network Services. When t-he High Resolut.ion Microwave
Survey project, discovered problens with their interface t_0 the
ant, tenna equipnent, the implementation of a network gateway was a
st raight f orward process, requiring no modificat ions to the

neltwo rk .

The nDSt. difficult part. of the effort. was upgradi ng the
individual subsystems to e¢nable them to operate over the 1.AN.

Because the decision to proceed with an integrated, centra lized

M&C system was made after the subsyst ems began devel opment. |, the
subsystens were, iri essence, ret.rof.it.t_ed to support. the new
archite ctu re . Fifty percent. of the St at ion Monitor & Cent.rc)l

ceffort was spent. modifying the subsystems t_0 include a 1LAN

int erface, addressing problems whi ch occurred duc to the

1l imi tations of the DOS operating system chosen by the subsystons,
and int egrating a vari ety of commercial packages t 0 support

13




subsystem-specificprobl ems .

The Venus Archit eclture is NOW serving as a baseline for
testing aull omation concepts, The open, flexible architecture has
greall Yy reduced i ntegration time . Venus i s servi ng as an
operatl.i onal test bed for the I.i Nk Moni tor & Cont rol Oper at or
Assi st ant, an Art i f icialint el l i gence-based tool which aut oma tes
conf 1 gurat io0n, calibration, test, and opcrat ion of ground st at i on

cquipment [ 3]
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